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A kulcsmenedzsment attekintése

A magyarorszagi KMC megvalositas

A magyarorszagi KMC tanusitasa

A KMC hasznalata, kulcsmenedzsment nemzeti szinten
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e ETCS L2 és L3: kommunikacio a palyaoldal (RBC) és a jarmd (OBU)
kozott GSM-R haldzaton keresztl,
* A GSM-R nyilvanos hozzaférés( halozat.
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e MSZ-EN 50159 kommunikacio biztonsaga, harom kategoria;
fenyegetések és sziikséges védelmek az egyes kategodriakban.
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Vasuti alkalmazasok. Tavkozlé-, jelzé- és adatfeldolgozé
rendszerek. Biztonsagi tavkozlés atviteli rendszerekben

Table 1 — Threats/Defences matrix

Defences
Threats Sequenc Time Time- Source Feed-back | Identificatio | Safety | Cryptographic
e number | stamp out and message | n procedure | code techniques
destinatio
n
identifiers
Repetition X X
Deletion X
Insertion X x? x"° x®
Re-sequence X X
Corruption x° X
Delay X X
Masquerade x® X" X
2 Only applicable for source identifier.
Will only detect insertion from invalid source.
If unique identifiers cannot be determined because of unknown users, a cryptographic technique shall be used, see 7.3.8.
Application dependent.
See 7.4.3 and Clause C 2.
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e KMAC és KsMAC = —
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* KMAC és KsMAC

ANSI X3.92 (1981)
ANSI X9.52 (1998)
Triple key, 3x64bit DES

* KTRANS
e K-KMAC
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e Off-line (SUBSET-038 és SUBSET 114)
* On-line (SUBSET 137)
* Kvazi on-line (magic box)

SUBSET-038 Offline key management FIS
SUBSET-114 KMC-ETCS Entity Off-line KM FIS
SUBSET-137 On-line Key Management FFFIS




KMC: kulcsok generalasa, mdédositasa, visszavonasa, menedzselése,
letoltése stb.

KMS: KMC + kulcsmenedzsment folyamatok szabalyozasa,
folyamatdokumentalas stb.




El6zmeények: ideiglenes kulcskezelés

AppEVO Zrt. — BME ITS Nzrt. — Rail Expert Consult (REC)
MAV Zrt. szakmai egyiittm(ikddés
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Redunddns, hidegtartalékolt hardver a MAV Zrt. informatikai
haldzatba integralva,

KMC és KDC

Web-es elérési fellilet
Jogosultsagi szintek
Adatbaziskezelés, archivumok
Sajat és idegen szervezet kezelése
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Legfrissebb letdltési el6zménye

f 020C3521 (1).2ip
1250 béjt » Kész

Logged In as:
horvathgabor KMC_7
i' 01684258 (4).zip

640 bajt « Kész
C= Transport Key P ) Import Confirry /

Request i' 020C3520 (1).zip
1257 béjt » Kész
Create
Update i‘ 01684258 (3).zip
=279 639 bajt + Kész
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Delete -
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te K-KMC Key l
Impert : 1249 bijt + Kész
Confirm Operation i te Authentication Key

| 01684258 (2)dp

(0] Authentication Key hVg 641 bajt « Kész
C= K-KMC Key ~ 020C351E (1.zip
surhood 1245 béjt « Kész

’g:, Distribution N =08

. 01684258 (1).zZip
&= Manage ETCS Entities N 640 b Keész

v A Is 8. Open Task:
4 pprovals pen Tasks N 020C3522.2ip
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© Create Authentiation Key

Logged In as:
hor’vathgabor’ KM C77 Select the ETCS 1275 for which Authentiation Key is to be created,
Filter
Number of entries . 2 3 4 5 .. & Next » [fcsp
[or Tansport Key ~
. -~ UIC Number/ Entity Name
= Authentication Key A Select ETCS Type  ETCSID ﬁ:;;f: Key Group Manufacturer Organ Pratocol Home KMC
0 RBC 6832129 KLSY RBC kulcsok Siemens MAY TRI Siemens KMC MAY Key Group
Request RBC 822728 v REC kulcsok Thales MAY TR Thales XER KNIC MAY [cnooserere v ]
Create [u] RBC 5840128 BoBa RBC kulcsok Thales MAY TRI Thales XER KMIC WAV Organizstion
0 RBC 6852912 MH-AB RBC kulcsok Siemens MAY TRI Siemens KNIC MAY
Update D RBC 6854012 SPDL2 RBC kulcsok Thales MAYTRI Thales BL3 KMC MAY Manufacturer
0 RBC 6858512 TE-GM RBC kulcsok Siemens MAY TRI Siemens KNIC MAY
Delete 0 RBC 6859012 GyLok RBC kulcsok Thales MAYTRI Thales BL3 KMC MAY Home KMC
External Communication 0 RBC 6865195 KL RBC kulcsok Siemens MAY TRI Siemens KMC MAY
0 RBC 5865895 £ RBC kulcsok Siemens MAY TRI Siemens KMC MAY () Show REC-REC
Confirm Operation [E] RBC 6867796 FEMON RBC kulcsok Thales AV TRI Thales XER KMC MAY Neighbourhood
0 RBC 5853412 ML-S) RBC kulcsok Siemens MAY TRI Siemens KNIC MAY
K-KMC Key AV [m] RBC 6835128 KL-AB RBC kulcsok Siemens MAY TRI Siemens KM MAY
o 0 RBC 6848514 RAHAT RBC kulcsok Thales MAY TRI Thales BL3 KMIC MAY m
Distioution e 0 08U 34400 HASSIA5 | e kutesok Siemens MAY Start 55114 - Single KMC MAY
B 060-2 Key
Manege FIES s ™7 0| o8y sint | | opUuicsor Siemens MAY Start 1 MK'EYS‘”Q'E KMC MAY
W AeprowilsBOpen ks NS 8] 08U 34450 #5515 0B Kutesok Siemens MAY Start §5114 - Single KMC AV
085-9 Key
B KMOKDC Administrstion N\ 0 08U 34451 #5525 o kulesok Siemens MAV Start S5114 - Single KMC AW -
085-7 Kev
C= Test Key A4
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Logged In as;
horvathgabor KMC_7

Transport Key NS

® 9

Authentication Key FaN
Request
Create
Update
Delete
Bxternal Communication
Confirm Operation
K-KMC Key
Distribution
Manage ETCS Entities
Approvals 8 Open Tasks

KME/KDC Administration
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Test Key
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© Create Authentiation Key

Select Validity
Sefect the start and end date for the validity of Authentiation Key.
Start Date OB-ETCS-ID
2024, 02, 22

!

End Date OB-ETCS-1D

Start Date Peers
2024. 02, 22

!

End Date Peers

Unlimited Validity:

Unlimited Validity:

Selected OB-ETCS-ID

800030 - 94 55 2815 015-0

Selected Peers
6832728 - SY
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' Awaiting Approval - KMAC Fitter “

Check the following information of the Dperation and then select the appropriate button ¥o compiete the process, Peers Peer Names

-
KMS MAV [ choose Here ~ | [choose Here ~|

Al Q

uic
Issuer  Issuer Key
N K
Kmec KMC Operation um .ber/ Peers  peers_name = Requester
d Name - Entity State
Bt Name
KMC | KMC 94 55 2815 Operati Unlimited Unlimited
56 [158072 Generate |800030| OBU 6832728 sv PEraNON by poooza) T a0 02.2024) T horvathgabe
MAY | MAV 015-0 Requested Validity Validity
KMC | KMC 94 551815 Operation Unlimited Unlimited
57 158072 Generate [800031| 08U 830728 Sv 22.02.2024 22.02.2024 horvathgab
MAY | MAV snerate 016-0 Requested Validity Validity orvaingane
sa pisgoza] MO KM e [800032| 08U |77 28 eaam0s sv ORerelion )y, oo aopa MMl s o opal M thgabe
MAY | MAV 016-8 Requested Yalidity Yalidity
5o bisaore| MO | KME e Jso000| onu P55 B kanrael s ORI s g MR 0 sng MM g
MAV | May | e 017-8 Requested| ~ ™" Validity Validity |OYTA9¢
4 »

W Awaiting Approval - K-KMC
Check the foliowing information ofthe Operation and then select the appropriate button to complete the process,
Kes
¥ Start KMC Request

Operation  Key Type  Key State End Date  KMCID Requester
e Date Name Date

Target

lect  KeyID I
Selel ey ssuer KMC

No record found
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’o:, Distribution N
= Manage ETCS Entities N
W Open Tasks - KMAC Key Operation
4 Approvals 8 Open Tasks N
Chect the foliowing information of the key Operation and then select the appropriate button to complete the process,
b3 KMC/KDC Administration A4
C= Test Key N uic
K
Issuer o e’;_ EICS  ETCS  Number/  Key Start End ... FRequest Climed Claimed
Kmc Id [=fsh 1D Type Entity State Date Date S Date By Cn
L a Type
4 06.16 lame
IR KMC Generated Unlimited
Backend: 0,6.16 s6  |2158072 Generate | 6832728 RBC v 22.022024) 0 CC horvathgabor|22.02.2024
MAY approved Validity
Generated
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Generated
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KMC Generated Unlimited
58 |3158072 Generate | 6832728 | RBC sy 22.02.2024 horvathgabor|22.02. 2024
MAY approved Validity

W Open Tasks - K-KMC Key Operation

Check the foliowing information of the ey Operation and then sefect the appropriste button to complete the process,
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Logged In as:
horvathgabor KMC_7

C= Transport Key
C= Authentication Key
Request
Create
Update
Delete
External Communication
Confirm Operation
I-KMC Key

Distribution

Manage ETCS Entities
4 Approvals 8 Open Tasks
brixd KMC/KDC Administration

(0] Test Key

/A Nem biztonsdgos

X
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KK

444 Distribute Transport Key

Sefect the £ ('S for which Transport Key Distribute js fo be performed.

Filter
Number of entries . ETCs 1D
—
Entity Name
Entity
Select  ETCS ID Key Staf Start Date End Date istribi Met
Name Key Status
455 2815 T —
800030 Gererated approved 2024.01.01 Terminal 1 (KMIC) Choose Here ~
015-0 Distribution Method
9455 1815 Choose Here ~
800031 0160 Generated approved 2024.01.01 Terminal 1 (KMC)
9455 2815
800032 6.8 Generated approved 2024.01.01 Terminal 1 (KMC)
94551815
800033 0178 Generated approved 2024.01.01 Terrninal 1 (KMC)
9455 2815
800034 0176 Generated approved 2024.01.01 Terminal 1 (KMC)

Next @

Cancel @
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Logged In as:
horvathgabor KMC_7
Transport Key
Authentication Key
Request
Create
Update
Delete
External Communication
Confirm Operation
K-KMC Key
Distribution
Manage ETCS Entities
Approvals 8 Open Tasks
KMC/KDC Administration

Test Key
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vvy Download Transport Key

Select the £TCS ID's For which Transport Key downlead is to be performed

Number of entries

Select ETCS ID

Entity
Name

Expert Consuit

Organization

Manufacturer

Start Date

Notifications

Unlimited

End Date validity

94551415 .
0O 93947 WY Start Alstorn 2024.01.01 Yes
028-9
9455 1415 .
[w] 93948 MAAY Start Alstorn 2024.01.01 Ves
029-7
9455 1415 B
0O 93949 WA Start Alstorn 2024.01.01 Yes
030-5
9455 1415 .
0 93950 0313 MY Start Alstorn 2024.01.01 Yes
9455 1415 .
[w] 93951 0321 IAY Start Alstorn 2024.01.01 Ves
9455 2815 B
800030 015-0 WA Start Anggelstar 2024.01.01 Yes
94551815 .
800031 D60 WY Start Angelstar 2024.01.01 Yes
9455 2815 .
800032 016.8 MAAY Start Angelstar 2024.01.01 Ves
94551815 B
800033 0178 WA Start Angelstar 2024.01.01 Yes
9455 2815 .
800034 MY Start Angelstar 2024.01.01 Yes
017-6 -
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ETCSID
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Entity Name

Manufacturer

Grganization
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Logged In as:
haorvathgabor KMC_7

(0] Transport Key
Recjuest
Create
Update
Delete
Import

Confirm Operation

Authentication Key

K-KMC Key

Distribution

Manage ETCS Entities
4 Approvals 8 Open Tasks
brxg KMC/KDC Administration

[o=) Test Key

KK

C Confirm Operation Transport Key

Sefect the £TCS 12 for which an Gperation Confimation is o be performed.

Number of entries
25

Manufacturer

Organization

ETCS Entity . Unlimited
Select Organization Manufacturer StartDate  End Date Key Status s
(3 Name Validity
9455 1415 .
o] 93947 0259 MAY Start Alstorn 2024.01.01 Distributed Yes
9455 1415 B "
QO 93948 0097 MAY Start Alstarn 2024.01.01 Distributed es
94551415 .
O 93949 0305 MY Start Alstorn 2024.01.01 Distributed Yes
9455 1415 . o
o] 43950 0313 A Start Alstorn 2024.01.01 Distributed “es
9455 1415 ) o
Q 93951 0321 MAY Start Alstorn 2024.01.01 Distributed Yes
9455 2815 .
@ 800030 015-0 MY Start Angelstar 2024.01.01 Distributed ‘Yes
94551815 .
o 800021 o180 MAY Start Angelstar 2024.01.01 Distributed ‘Yes
9455 2815 ) o
O 800032 0168 MAY Start Angelstar 2024.01.01 Distributed Yes
94551815 .
O 800033 0178 MY Start Angelstar 2024.01.01 Distributed Yes
9455 2815 ) o
o] 800034 0176 AW Start Angelstar 2024.01.01 Distributed ‘Yes
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Logged In as:
horvathgabor KMC_7
Transport Key
Request
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Update
Delete
Import
Confirm Operation
Authentication Key
K-KMC Key
Distribution
Manage ETCS Entities
Approvals 8. Open Tasks

KMC/KDC Administration

Test Key
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C Confirm Operation Transport Key

Select,

Seiect whethe; Rey Gpertion is performed or not

Operation performed?

Yes v

Selected ETCS Entities

800030




Lehetséges tovabblépések:
 Dokumentum-menedzsment, KMS kils6 folyamatok
tamogatasa
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KMC, mint alrendszer-rész
(Nem onalléan tanusithato alrendszer-rész)
(Nem interoperabilitasi rendszerelem, IC)

Tanusitas eredménye: ISV (kozbensd hitelesitési tanusitvany)

Megfelelésértékelési modul: SG
(227 oldal SUBSET kovetelményellen6rzés és 480 oldal teszt specifikacié és eredmény)




Felhasznalasi lehet6ségek

* Palyahalézat-mikodtetbk és jelentdsebb vallalkozo
vasutak sajat KMS-vel rendelkeznek
e Kozpontositott kulcskezelés
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Az angol példa:

Nemzeti szabalyozas
RIS-0743-CCS

Korabban:
GE/RT8403 ERTMS Key Management
GE/GN8603 Guidance on ERTMS Key Management

Rail Industry Standard
RIS-0743-CCS

Issue: One

Date: March 2017

ERTMS Key Management

Synopsis

This document contains requirements for
the management of cryptographic keys on
the mainline railway to facilitate secure
European Rail Traffic Management System
(ERTMS) data radio communication.
ERTMS exchanges information between
trackside equipment and trains and vice
versa in the form of data messages. When
radio is used for these data messages a
secure connection is required, and
corresponding keys must be available on
either side of the connection.
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NID_C (dec) NID_KMC (dec) KMC ETCS-ID (dec)

Haa$ 384 50 6291506

Az osztrak példa:

Optional

OBB Haa$ szolgaltatas T

Prie infrastructure-KMC

OBB-Infra HaaS
infrastructure-KMC |

foreign

\? infrastructure-KMC

......

0BU of the vehicle-owner




Sikeres projekt, amely révén a MAV Zrt. és Magyarorszag az
EU élmezényébe sorolhato interoperabilitasi
kulcsmenedzsmentet mikodtet.

A kialakuld EU gyakorlattal 6sszhangban meg kell fontolni a
KMS nemzeti szabalyozas kialakitasat.
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—A magyarorszagi kulcsmenedzsment kézpont
megvalositasa és a kulcsmenedzsment szervezési
kérdései

Dr. Szabo6 Géza
E-mail: szabo.geza@bmeits.hu
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